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Foucault's boomerang

Mobile exemplars of architectural 'l
and control technology '&

"It should never be forgotten that while colonization, with its
techniques and 1ts political and juridical weapons, obviously
transported European models to other continents, it also had a
considerable boomerang effect on the mechanisms of power
in the West, and on the apparatuses, instrtutions, and
techniques of power. A whole series of colonial models was
brought back to the West, and the result was that the VWest
could practice something resembling colonization, or an
internal colonialism, on itself”

Michel Foucault, Society Must be Defended, 2003.
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A new military urbanism
s emerging, constrtuted through a
complex set of Foucauldian boomerangs

These profoundly connect attempts at

urban securitisation in ‘Homeland' cities

and colonial, counter-insurgency, urban
warfare

Both shaped by a linked idea of
permanently and preemptively targeting
the everyday sites, circulations and spaces
of cities as ‘battlespace’ within ‘assymetric’
or ‘non-traditional’ warfare

Blurs war-peace; policing- intelligence-
military force; liberal ‘inside’ - illiberal
‘outside’ of nations; local - global

AFCEA SPRING INTELLIGENCE SYM
April 18-19, 2007

Defense Intelligence Analysis Center (DIAC)

Bolling Air Force Base, Washington, DC

A classified symposium (TS/SI/TK) for U.S. Citizens only

The Symp: based on th ise th al security increasingly is threatened by a multiplicity of
1 i e ncentrate on the role

ments. Four tailored sessions will co

« The third will address the challenges of providing an effective intelligence workforce
« The final session will explore what technology brings fo the mix
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Griffin: Unfair that Question Time was

filmed in 'ethnically cleansed' London

» Capital is no longer British, says BNP leader
* No place for you here, says Boris Johnson
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SPACE. 20LIMICS, AND
FREAN PRLICY
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Rural areas have “become the
heartland of militarism and
‘authentic’ patriotism™ Deborah
Cowen. Law enforcement agencies
and militaries are often bastions of
ethno-nationalist, anti-urban right.

Cosmopolitanism and
"Homeland’: Inner city
Orientalism
Far-Right often see
cosmopolitan domestic cities
as beyond the authentic
spaces of the nation




Such discourses
work to render all
cities as intrinsically

pathological and

requiring highly
militarised ‘security’
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Katrina:
lragification’ of
domestic response -

‘Urban Operations’
against ‘insurgents’
to ‘reclaim’ New
Orleans




Expeditionary urban g g
operations shaped (orat  EEESCEEas
least justified) through s
domestic urban paradigms
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Whilst mock ‘Arab’ cities pepper the ‘Homeland',
mock US crties (bases) dot the fringes of ‘Empire’
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Yodaville ‘Urban Target Complex’, Arizona
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Negev:‘Baladia’ - Fake Palestinian city built
for IDF by US Army Corps of Engineers




Hybrid Simulations: ‘Augmented Reality’

Concept: Troops would be able to conduct
in-field mission rehearsal, embedded training
or other visualization applications using a 3D
database for out-the-window view on helmet
mounted or vehicular displays prior to urban
engagement

Holodeck version 0.001 alpha




Simulated Future Insurgencies:
‘Urban Resolve’ - Jakarta/ Baghdad 2015

Figure 3. JSAF PVD view of Jakarta buildings

Figure 1. Jakarta AOI
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Popular Orientalism: Intrinsically devious crties

TI ME ' GRADUATED IN: . e o e [ [ wo{ | s s v
[ classmates-com' "wo| on( o] or pa| i st so | ] | vl v i wn |

What Will It Take To Win? 7 o8 000 S o o reosea o

The Weapons ’ The Perils ‘ Clearing a Room

£

THE PERILS ‘ gx

The U.S. expects Iraqi °
soldiers to position gun nests .
in densely populated areas,
capitalizing on the coalition’s
reluctance to inflict high
numbers of civilian

casualties. The bigger ‘
unknown is whether the | °
Iragis will unleash chemical
or biological weapons in their.
own capital.
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Systematic and Violent
Erasure of Ground Perspectives
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The Ultimate Boomerang!?

Newest Raytheon control systems deliberately use
the “same HOTAS [hands on stick and throttle]
system on a [ ] video game.”

Raytheon’s UAV designer argues that ‘there’s no
point in re-inventing the wheel. The current
generation of pilots was raised on the [Sony]
Playstation, so we created an interface that [the
pilots] will immediately understand”

GETTYAIMAGES

“Inside the trailers, crews don't get
even the sensation of flying that one
gets in a flight simulator;” writes
Kaplan.”The real tension for these
pilots comes from the clash with
everything outside the trailers.
beyond Nellis is the banal world of
spouses, kids, homework, and soccer
games not to mention the absurdity
of a city where even the gas stations
have slot machines. Simply entering
or leaving one of the trailers is
tremendously disorienting.”

Quoted in Robert Kaplan ,'Hunting
The Taliban In Las Vegas, Atlantic
Monthly, Aug 4, 2006,




2. Political economy:
Security-Pacification complexes & the ‘new security economy’
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Arming Big Brother

The EU's Security Research Programme
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“In 1998, at the same time that urban geographers were writing that cities are
places where identities form, social capital is built,and new forms of collective
action emerge, the US Marine Corps explained the phenomenon a bit
differently: "cities historically are the places where radical ideas ferment,
dissenters find allies and discontented groups find media attention" thereby
making cities "a likely source of conflict in the future”

Gan Golan (2005)




Paramilitarisation of Policing
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Sonic warfare: U.S. police admit they trained
a 'spotlight of sound’ louder than a jet
engine on G20 rioters

By MAIL FOREIGN SERVICE
Last updated at 7:55 AM on 2nd October 2009

—J Comments (64)| ] Add to My Stories

Critics have slammed American police officers after they trained an ear-splitting 'spotlight of sound'

N O rmal isa-ti on Of on G20 protesters in Pittsburgh last week.

The device can beam 'unbearable' alarm tones and voice commands to nearly two miles away. To a

‘n onN- | e-th a| WeapOﬂS' person standing three feet in front of it, it is louder than a jet engine.

The device, called a Long Range Acoustic Device (LRAD), concentrates sound in a 30- or 60-degree

against urban publics! [
‘S . I"f ’ h SCROLL DOWN TO HEAR THE DEVICE
onic wartare nits :

the high street
(Steve Goodman)
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Israel as global exemplar

"Many of the country's most successful entrepreneurs [ are now] using
Israel's status as a fortressed state, surrounded by furious enemies, as a kind
of twenty-four-hour-a-day showroom--a living example of how to enjoy
relative safety amid constant war”” Naomi Klein
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Elbit

SYSTEMS Ltd
Advanced Technology Center, P.O. Box 539, Haifa 31053, Israel
Tel: 972-4-8315315 Fax: 972-4-8550002

ELBIT SYSTEMS' HERMES 450 UNMANNED AIR VEHICLE TO
SUPPORT U.S. HOMELAND SECURITY ON ARIZONA'S
SOUTHERN BORDER




Leo Gleser, president of ISDS, a company which proudly proclaims that
it was established by ex-MOSSAD agents and which involved in £200
million security contracts for the Athens Games, talks of a “growing
tsunamis of violence, criminal acts, and global insecurity triggered by the
9/1'l events” which made the "“the western world finally understand that
measures had to be taken.”

Israel Homeland Security

Critical Infrastructure Protection

Cargo Hanger




Blurring Inside-Outside:
Transnational Security Corporations

™ i | e S i
One Card for Everything!

G4S — world's largest company

630,000 people -- taking up a myriad of
outsourced contracts. It secures prisons, asylum
detention centres, and oil and gas installations,
VIPs, embassies, airports and infrastructure and
operates in |25 countries.

According to its web site, G4S specialises in
particular in what they term “executive style life-
support in hazardous environments.”

After buying up the ArmorGroup mercenary
company in 2008, it also now runs a large
number of Blackwater-style security operations =
in lrag.




3. Urban Design and Architecture:
Related Shifts to a Passage-Point Urbanism-
Jittery Camps and Archipelagoes of Enclaves

“The new bunker is a passage from one point to another”

Paul Virilio and Sylvere Lotringer
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Green-Zones ==== Security Zones (Jeremy Nemeth)
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Urban design principles: The new blast zone

Fig 5.6 The entire base section of 7, World Trade Center -- one of the
skyscrapers constructed on the site of the destroyed World Trade Center --
consists of a blast-proof concrete which was later hidden by a colourfully lit

screen
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4. Events
Mobile exemplars as shop windows for legal, physical and
technological aspects of the new military urbanism

o Security industry see Olympics as a
@%9 com = “key driver of the industry” or as
H "keeping the market buoyant.

“The Olympics is a tremendous
opportunity to showcase what the
private sector can do in the security
space,” a UK Government Official
was quoted recently as saying in a
Financial Times Defence supplement.
"Not only do you have a UK security
kitemark on the product but you've
got an Olympic kitemark to boot”
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Pre-emptive
geographies:
anti-
democratic
legal
suspensions,

criminalisation

and pervasive
terror
labelling’

(Gan Golan)




“On the brrigt side, | doubt we'l get bvrglecf Hus Summer:

1 Typhoon fighter jets

10 shoot at pilots of
rogue planes

ace-10-ai
around
London capable of taking
down aircraft

THREE-LAYER OLYMPIC GUARDIAN AIR DEFENCE SYSTEM

Epping
Forest
£nfleld
Rapier, below left, at Epping,
Enfiedd, Blackheath and Greenwich,
Bag Weapon system with 3
primary role of providing air defence
cover against fixed-wing aircraft,
s and helicopters.
AHe TWO Largets at once.
Range: max 5 milkes =,

3 oot
Speed: Mach 2.5 Meatagle Road Estate

Waltham Forest

o OLYMPIC
@ stapium

Falrtieid R
Bow

Shodters Hil,

suchean SN

Common

Starstreak, above, at Bow
and Waltham Forest, is
designed to counter
threats from low-flying
aircraft and helicopter
attacks. It travels at more
than three times the speed
of sound and can score
multiple hits on a target.
Range: 3.4 miles

Speed: Mach 3

~




Banished

The New Social Control in Urban America

Katherine Beckett
Steve Herbert

Copyrighted Material

Complex overlaps
with broader legal
geographies of
‘revanchist’ urbanism,

'zero tolerance’ &
pre-emptive exclusion
and criminalisation




Police Officer
/
Flgurme
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“Water cannon and steel cordon sold separately”, mocks Dan
Hancox on the influential Games Monitor website."Baton rounds
may be unsurtable for small children.”

”




‘Every Night, AT Night

#1 IN MULTI-SENSOR THERMAL IMAGING 5. Survelllance

Deep anti-urban
obsession with trying
to permanently unvell

cities through new
survelllance
assemblages

‘Technophilia” Latest
. military-standard

FROM BAGHDAD TO BATON ROUGE \:

We've Got Your Back surveillance equipment
increasingly normalised

The Most Reliable - The Best Support - Across the Broadest Base of Operations N eve ryd ay pol ICIN g of

comQ* Products . -
B e il cFLIR domestic cities
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undergo a developmces

battle bardened products o volu LIR
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Targeting & ‘armed vision’: Jordan Crandall

Fantasy of being “switching on

and off to distinguish between

friend and enemy.” Bottomley
and Moore)

“Tracking is integral " to the
emerging modes of governance
and sovereign and military
power based on anticipatory
seeing”’

I
Represents “a gradual T

colonization of the now, a now

always slightly ahead of
itselt” (Crandall 1999).




@N:( The Clutter of Concealment

July €& 2005 Transparent Urdan Stractures - Industiry Day 3




Why 1s Identification and Tracking so Difficult?

Enemy leaders look like everyone else

Enemy combatants look like everyone else

Enemy vehicles look like civilian vehicles

Enemy installations look like civilian installations
- Schools. mosques. hospitals. factories

Enemy equipment and materials look like civilian equipment and
materials

- Biotech. chemical engineering. food processing. energy production
Enemy weapons indistinguishable from civilian materiel beyond an
intimate distance

Traditional ISR from the Cold War and conventional war was never
designed for these purposes

We need close-in, terrestrial means

- Incontinuous development

- Installed years ahead of time
- Integrated with other information systems




"“Video analytics’: Pre-emptive, algorithmic definrtion

of urban ‘'normality’ and putative ‘threat’

nARDA

Combat Zones That See

Multi-Camera Surveillance for Urban Operations

Briefing to
Industry

BAA 03-15 [

27 March 2003 [

'Track 12log likelhood =-0.20  High




guardian.co.uk

News  Sport Comment Culture | Business  Money | Life & style
News ) UK news ) Surveillance

Surveillance cameras spring up in
1 Muslim areas - the targets? Terrorists
"4 B

a4, | * Birmingham system to monitor known extremists
1 [ - Outrage over scheme paid for from terrorism fund

& Paul Lewis
N guardian.co.uk, Friday 4 June 2010 18.55 BST
| ‘ Article history

.......

A surveillance camera and Birmingham Central Mosqu

area. Photograph: Andrew Fox for the Guardian

e in the city's Balsall Heath
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cal law enforcement agencies and neighborhood watch groups.
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> $132 million war-fighting machines,
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Biometric boomerangs:
An “evolving global norm
of securitized identity”
John Measor and
Benjamin Muller




Security Briefing

An Eyefor Detail

Picking Qut Possible Terrorists




Appendix B. Map of Current and Planned Fusion Centers

Fusion Centers

B Proposed DHS Presence

DHS Presence
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Figure 3: Map of Current and Planned Fusion Centers
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Solve problem of
ISR for building
interiors
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6. Infrastructure
Securitisation of everyday urban infrastructures:

Biopolitics of urban, logistical societies
Infrastructural terrorism
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Streets. . .

The DC Sniper case is a compelling

reminder that timely capture of reliable
data is critical to proactive policing. 5,

REG™




Parallelled by much more stealthy,
invisible, and deadly
state infrastructural warfare

"It you want to
destroy
someone

nowadays, you
g0 after their |
infrastructure” " Loagemilp ©

(Phil Agre, 2001)







Switching cities off:
“Bomb now, die later”
“The war on public

health”

e.g. Gaza, 196/-,
Lebanon, 2006,
Irag, 199 |

- 1. Warhead

e BLU-114/B pomit
2. Divide 0

4. Blackout

Mediterranean Sea
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upied Palestine

AELI ASSAULT ON LEBANON
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Complete violation of the Geneva Convention

* 90% of victims are civilians: (30%-45% children)

+ Bombing of media installations; radars of more
than three TV stations, radio and mobile station

« Bombing of emergency installations: Red Cross
ambulances, government's emergency centers
and UN peacekeeping forces.

* Bombing of mosques, churches and husayniyas

* Use of cluster and internationally banned bombs
on heavily populated civilian areas

$2.4 billion of civilian infrastructure losses

* More than 94 roads and 70 bridges bombed

+ Allthree Lebanese airports and four ports bombed

« $208 million cost of electricity production and
distribution damages

Syria « $173 million losses of water and telecommunica-
tion damages

« $1,5 billion losses of residences and commercial
enterprises destroyed

* More than 22 fuel and gas stations bombed

+ Complete destruction of tens of industrial factories
worth at least $190 million

Source: Lebank
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/. Resistance = BOMBING | DEATH
Counter-geographies: Expose, jam, |
challenge Foucauldian boomerangs

underpinning the new military urbanism...

Populate and people urban abstractions ,_-.~
SHOX ,w WE DISTORT "
NEWS. p YOU COMPLY
channel r B —— Figures 11.12 Transposed space: Paula Levine's Shadows from another place

project
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WIRELESS WAR
Push-Buttons Make Killing So Much Easier

MESSAGE FROM THE MINISTRY OF NOMELAND SEcuns

Figure 11.10 Anne-Marie Schleiner’'s ‘OUT of the closet’ project,

New York, 2004
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Specialist John Doe Human Pawn AN ARMY OF NONE'U S Aomy Resenve.
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i you're looking to die, this is the time. And the Ammy Reserve is the place '

You won't juss be protecting our ies. You'll be dying for the profit of others.
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Orange Alert Sirens To Blow
24 Hours A Day In Major Cities

WASHINGTON, DC~As an pddi-
fonal reminder that the LS is on
high alert for errurist stacks, Secre
wry of Homeland Security Tom Ridge
announoed Tusssduy thel Orarge Alert
wlaxans will blare 24 bours a day in
all major clties

“Thess 130<decibel sirens. which,
beginnang Friday, will scream a7 day
and nighrt i
melr arens, will serve as o helpfal
reminder 10 ctizens (o sty on the
lnokout for suspicious actevicy and he
reacy for emergency action” Ridge
sald. *Pleass note, though, that thas 1s
mersly & Precaubionary meisure, o
RO about your lves ss noemal.”

Thw sirens, Kidge said, will be stoate-

P nwtion's 50 Iarges

gicully positionsd throughous each
city and will be audible within «
twree-mile rading. The naise will be
loud soonugh to render comversation
Impossible wirhin a 200-vand nge
“Soene may i their normal slesp
patterns disrupeed, bur s & semall
price 1o pay 1o ensure our colective
vwaretess of the hesghtenod donger,
RMge said “The ey 1o preventing ter
roms! sitacks 15 to bave the threat
constantly on vour mind bt sl
mmsin cnlm snd act noemal

RKydge stressed that the govessmey
Goes nal wanl individuals 1o Jet the
Banng sirens affect thetr work o

trave plans,

27 FEB.-5 MARCH 2003

Abooc Pecestrian » Kanbattan mastai & Vg
stabe of alertness Surks 19 2 Orange Aert
s




THOUSANDS OF PEOPLE
TAKE PHOTOS EVERY DAY.

WHAT IF ONE OF THEM
SEEMS ODD?

MILLIONS OF PEOPLE
TAKE PHOTOS EVERY DAY.

SOME OF THEM ARE BROWN.
PLEASE DO NOT SHOOT THEM.

@)

FASCISM. IF YOU SUSPECT IT, REPORT IT.
CALL 0800 789 321 conFIDENTIAL ANTI-FASCIST HOTLINE







System // ‘civil counter-
reconnaissance group':
Austria




Human Security for an Urban Century
LOCAL CHALLENGES, GLOBAL PERSPECTIVES

humansecurity-cities.org







